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Abstract: 

Now a day’s  many companies and government sectors uses cloud to store their data. Inspire of getting more storage and effective 

hardware facilities in cloud but we are not able to trust the cloud since it is a third party server. A novel method for securing data 

of the user with mult iple keys is proposed and verificat ion process is also done randomly. Use Random algorithm and data 

encryption standard algorithm to secure user files in the cloud.  The client acts a block to verify each action done in cloud by the 

server. Server can send the encrypted key to the user using the registered mail address so that client and server in a reliab le 

communicat ion. 
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I. INTRODUCTION 

 

Data Stream Management Systems (DSMS) have become 

increasingly important in many real world applicat ions that 

need to process massive amounts of streaming data. Acquiring 

and Managing DSMS which is capable of providing fast and 

reliable querying service on high-throughput streaming data is 

expensive. Therefore Outsourcing data stream and the desired 

computations to a third party server becomes practical 

alternative to many companies.  
 

Outsourcing data and computation to third parties raises issues 

of trust. The Streaming Data generated by a variety of 

applications and systems is proliferated in the past few years. 

Retain ing a local copy of such exponentially growing volume 

of data is becoming prohibitive for resource constrained 

organizations. Stream oriented service is a service where 

multip le resource constrained sources continuously collect 

data and outsource them to powerful external server. 

Outsourcing naturally raises the issue of trust. The third party 

server may act maliciously due to insider/outsider attack. The 

client must verify the computation result provided by the 

server. Designing such a verifiab le computation scheme is a 

challenging issue.  

 

The first challenge is the outsourced computation is data 

sensitive. The final computation result will be erroneous even 

if the query is correctly processed by the server. Cryptography 

provides an off-the-shelf method to tackle the above problem 

The solution is, each data source may be equipped with a 

unique secret key to create the signature for the contribution of 

its data.  

 

The typical signature algorithm does not depend on verifiab le 

multi-key computation. Most of the existing systems, 

Verifiable computation scheme focuses on single-key setting. 

Data and the computation are outsourced from one contributor 

only. The second challenge is the clients may not be in the 

same trust domain with the data sources. The public 

verification property is more engaging because it allows any 

party being free from secret keys with sources to check the 

outsourced computations. The third challenge is the factor 

efficiency is considered under computation and computational 

costs. The fourth challenge is the data streams require the 

outsourced functions to be evaluated with dynamic data.  

 

II.RELATED WORK 

 

The problem of verifying the outsourced algebraic 

computation has attracted extensive attention in the past few 

years. Publicly Verifiable Grouped Aggregation on outsourced 

Data Streams was proposed.  [1] Where the data owner with 

limited resources outsources its data streams to a remote and 

untrusted sever. The owner registers and continuous queries 

on the servers and allow the clients to query the server to 

receive results upon requests. The reasons for untrust is the 

server may run a buggy software resulting in incorrect results, 

the server may have an incentive to return incorrect answers 

and the applications may be so critical. Finally a client may 

have competing interest with other clients and it can collude 

with the server to provide wrong answers to it competing 

clients. 

 

Therefore the data owners must be able to verify the 

correctness of the results retuned by the server. The 

verification process should be cheap. Suman Nath and 

Ramarathnam designed a small signature which can be 

maintained by the owner on the streaming data and it can be 

sent to a client for verification of results. The signature is 

usually querying dependent. 

 

Fully Homomorphic Message Authenticators scheme [2] was 

proposed where anybody can perform arb itrary computation 

over authenticated data and produce a short tag that 

authenticates the result of computation. This tag can be 

verified using the secret key to ensure that the claimed result is 

the perfect output. 

 

Homomorphic signature scheme [3] was proposed which is 

capable of evaluating multivariate polynomials on signed data. 

Given the public key and a  

 

Signed data set, there is an efficient algorithm to produce 

signature on the mean, standard deviation and other statistics 

of the signed data.  
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The proliferation of mobile devices, such as smart phones and 

netbooks, provides yet another venue in which a 

computationally weak device would like to be able to 

outsource a computation.  

 

A key requirement in the scenario is that the amount of work 

performed by the client to generate and verify work instances 

must be substantially cheaper than performing the 

computation on its own.   

 

Rosario Gennaro proposed Non Interactive verifiab le 

computing model [4] where the verifiable computation enables 

a computationally weak client to “outsource” the computation. 

The protocol requires a onetime preprocessing stage by the 

client. 

 

Shafi Golwasser [5] d iscussed about interactive proofs for 

tractable languages. The prover should be efficient and run in 

polynomial time. The verifier should be super-efficient and 

run in nearly-linear time. A server can run a computation for a 

client and interactively prove the correctness of the result. 

 

Verifiable Delegation of Computation over large datasets [6] 

presents very efficient protocols that allow a computationally 

weak client to securely outsource the computations over very 

large datasets to a powerful server. Security in this context 

means that the client will receive an assurance that the 

computation performed by the server is correct.  

 

The wide variety of s mall, computationally weak devices and 

the growing number of computationally intensive tasks makes 

it appealing to delegate computation to data centers. However, 

outsourcing computation is used only when the returned result 

can be trusted, which makes verifiable computation a must. 

 

How to Delegate and verify in public [7] extends the verifiab le 

computation in to important directions: public delegation and 

public verifiability, which have important applications in 

many delegation scenarios . The primary contribution of the 

work establishes and connection between verifiab le 

computation and attributed based encryption. This scheme 

enjoys a very efficient verification algorithm that depends only 

on the output size. 
 

Consider an interactive, proof based verifiable computation; 

How can a client machine specify a computation to a server, 

receive an answer and then engage the server in an interactive 

protocol that convinces the client that the answer is correct. 

Complexity theory and cryptography offer solutions in 

principle are ludicrously expensive. Recently, however strands 

of work have refined this theory and implemented the 

protocols in the actual systems.  
 

Hybrid arch itecture for interactive verifiable computation [8] 

extends optimized refinements of the non-cryptographic 

protocols to a much broader class of computations and uses 

static analysis to fail over to the cryptographic and 

incorporates this core into a built system that includes a 

compile for a h igh level language. 

 

Outsourced computing in which clients outsource 

Computations are motivated. The main goal is to build a 

system that allows a client outsource computation verifiably. 

The client should be able to send a description and the input to 

a server and receive back the result together with some 

auxillary information that allows the client verify that the 

result is correct.  

Taking proof based verified computation [9] describes 

GINGER which is a built system for unconditional, general 

purpose outsourced computation GINGER uses PCP theorem 

and cryptographic techniques to implement an efficient 

argument system.  

 

Making argument systems for outsourced computation 

practical [10] describes progress toward the goal of practical 

and general purpose verifiab le outsourced computation. The 

solution uses PCP to build  argument systems via a novel linear 

commitment protocol, after which the prover commits to a 

linear function after which verifier can inexpensively query 

the proof by asking the prover to evaluate the linear function 

at a verifier chosen point. The author also describes a method 

PEPPER that goes a long way toward making argument 

systems. PEPPER refines the protocol, reduce the cost of 

commitment. 

 

The notion of non interactive verifiable computation was 

introduced which allows a computationally weak client to 

outsource the computation of a function f on a series of inputs 

to a more powerful but untrusted server. The client sends some 

representation of its current input to the server; the server 

returns an answer that allows the client to recover the correct 

result accompanied by a proof of correctness that ensures the 

client does not accept an incorrect result. 

 

Seung Geol proposes Multi-Client Non Interactive Verifiab le 

computation [11] which extends the above notion to multi 

client setting where n computationally weak clients wish to 

outsource to an untrusted server the computation of a function 

f over a series of joint inputs without interacting with each 

other.  

 

The authors defined and realized multi-client verifiab le 

computation satisfying soundness against a malicious server 

and privacy against the semi-honest corruption of a single 

client. S.Dov Gordon introduces a simulation based notion of 

security [12] that provides a unified way of defining 

soundness and privacy, and automatically captures several 

attacks not addressed in previous work.  

 

The feasibility of achieving the notion of security is explored. 

Assuming no collection between the server and the clients, a 

protocol for multi client verifiable computation that achieves 

the strong security.  

 

When client server collusion is not allowed, a two step 

approach to achieving simulation based security was 

introduced. The protocol starts with a malicious seve or any 

coalition of semi honest clients. A two outcome attribute 

encryption scheme with the local encoding property, a fully 

homomorphic encryption scheme and a garbling scheme in 

need to accomplish the above scenario. With a study of the 

above observations Outsourcing data under multiple keys has 

became a upcoming challenge in the field of secure 

computing. 

 

III.PROBLEM FORMULATION  

 

The main problem addressed in this paper is formulated as 

follows: Verifying the inner product evaluation over the 

outsourced data stream under mult iple keys is a challenging 

issue. 
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IV. PROPOS ED S YS TEM 

 

The proposed system is designed in such a way that the 

multip le data sources can upload their data streams along with 

the respective verifiable homomorphis m tags generated by the 

corresponding secret keys to the cloud. The client should be 

free to choose any portion of the data streams as the input of 

the queried computation. All the participants involved in the 

protocol should be able to publicly verify the results without 

sharing secret keys with data sources. 

 

V.ARCHITECTURE 

                                     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The major step in this procedure is  the user should register for 

cloud and user should agree for Terms And Conditions of 

cloud. Now user can able to   login into his account and he can 

add his files. Once user added his files there are two 

algorithms we used: Random algorithm, DES. The random 

algorithm splits user source file into multip le subfiles.  

Multiple subfiles will be encrypted by Data Encryption 

Standard each sub-file with single-key and stores it in cloud. 

When user needs to retrieve the file then user should entire 

each sub-files keys and then the user’s data will be restored to 

verification purpose. Cloud can manage mult iple data sets 

with the data collected in the source maintains of user’s 

profile. The data can secure easily in these technique. In this 

technique the user can verify the result of computation and 

maintain the details of h is account in the more secured data 

can be added th the user profile using the user registered email 

address. 

 

 VI. ALGORITHM 

 

KeyGen(1 κ ) : 

1. for j = 1 to l do 

2. choose a random number sk j = s j ∈  Z q ∗  as  

the secret key 

3.compute pk j = g s j 

4.output (pk j , sk j ) 

5. end for TagGen(sk j , i, X j,i ) :  

h 1 (M j ,i) h 2 (M j ,i) X j,i sk j  

1. compute σ j,i = (g 1g 2 g 3 )  

2. output σ j,i  

Evaluate(F GS , X j )  

∑:1. compute res =i∈∆ X j,i  

2. output res GenProof (F GS , σ ∏ j , X j ):  

1. compute π = i∈∆ σ j,i  

2. output π CheckProof (F GS , pk  j , res, π) :  

1. set S ∆ = (S 1 , S 2 ) 

∑ 2. compute S 1 ==i∈ ∆ h 1 (M j , i) and S 2 

∑i∈∆ h 2 (M j , i) 

S S 

3. if (e(π, g) = e(g 1 1 g 2 2 g 3 res , pk  j )) then  

4.output 1  

5. else 

6.output 0  

7. end i f 

 

VII.CONCLUS ION 

 

A novel for multi-key scenario was introduced and an efficient 

and publicly verifiable inner product computation scheme on 

the dynamic outsourced data streams was designed. This 

scheme aims at multi key setting that allows the mult iple data 

sources with different secret keys to upload their files. The 

communicat ion overhead between a client and the server is 

expected to be constant and the verification overhead on the 

client side is smaller than the outsourced computation by the 

client. The client can verify the each computation result 

uploading by the server and the client can response for servers 

actions. The most important thing to remember is to compute 

large set of data sets for the user. In a cloud, there will be 

multi owner scenario so users can’t trust the verified process. 

so we propose a main theme  to verify the results computed 

from the server. 
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